Marta worked for a large multinational insurance company. Or, at least, her job
involved processing insurance claims for them. The insurer itself had outsourced this
aspect of its back office operation two years ago to a specialist company which made
use of agency staff: to be precise, Marta’s actual employer was an employment
agency.

Marta had worked for the agency for approaching a year, one of a number of jobs
she’d had since leaving school when she was 18. Her workplace was an office block
on a nondescript industrial park. Every day, she’d swipe her staff pass through the
gate at reception and make her way upstairs to her desk. Officially, she worked in a
team but the faces in the nearby desks changed regularly. She didn’t need to liaise
with them anyway. The sets of new claims documents that she had to process came
through automatically on to her computer, and her job was just to work through
them. Each claim was supposed, on average, to take her 6 minutes 42 seconds to
complete. The computer knew exactly how well she was doing and if she was below
target at the week’s end her team leader gave her a talking-to.

It was a monotonous job but it was at least a job: with her first baby on the way she
needed the income. The first months of the pregnancy had been difficult, but she’d
struggled in to work each day, even if she’d had to take more breaks. She was, she
thought, doing her best.

But that’s not what the company had thought. It was a Friday afternoon when she
was called away from her desk to one of the manager’s offices. The manager was
surrounded by computer print-outs. “We’ve got to let you go,” he said. “I’ve been
checking the breaks you’ve been taking. Look here, four breaks in one morning last
week. It’s too much.”

There, on the print-outs, was a detailed minute-by-minute breakdown of exactly what
she had done at work over the past few weeks, including each time she’d left her
desk. Marta was astonished. “I never knew | was monitored like this,” she said
eventually. Her manager looked up from the papers. “Didn’t you?” he said. “We
know where everyone in the building is all the time. Your staff name-tag has a radio
device attached to it. Oh, talking of which, you’d better leave it here. You won’t
need it again.'”

Marta Redding is not her real name — but the incident is genuine.
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Foreword

Nobody likes the feeling of being spied on. For many workers, the sense that their
employer may be surreptitiously monitoring them leaves a bad taste in the mouth.
It hardly seems conducive to the feeling of trust on which successful employment
relationships are based.

Unfortunately, as this report points out, there are plenty of new technological
gadgets and gizmos available to employers who decide that they do want to
subject their workforce to high levels of electronic monitoring and surveillance.

Take the minuscule Radio Frequency Ildentification (RFID) tags, for example, which
can be used to track where individuals are every minute of the day, and which can
be added to staff passes or even sewn into work uniforms.

RFID, together with other tracking technologies such as GPS satellite systems, can
potentially mean that individuals are never able to feel genuinely off-duty, even
during their breaks and time-off.

Then there is video surveillance (now much enhanced by the software capability of
analysing digital images), keystroke monitoring, telephone call monitoring, email
monitoring, and a host of other ways in individual workers can feel themselves
permanently being watched.

Far from information technology helping to release human potential and build a
‘knowledge society’, it sometimes seems as though it is being used to reduce the
potential for independent thought and action in the workplace. At the same time,
we are seeing the fundamental human right to respect and dignity at work being
threatened.



Of course, new technology in itself is not something bad to be opposed. The aim
of this report is rather to highlight some of the abuses which are occurring in the
workplace, sometimes quite possibly because employers have simply fallen into
adopting options offered them by software programs without really thinking it
through.

UNI is determined to help eradicate these abuses, whilst at the same time seeking
to support the development of best practice.

g |

Philip J. Jennings
UNI General Secretary




Introduction

Recent years have seen a considerable increase in the extent of electronic
monitoring and surveillance in the workplace, including the introduction of new and
highly sophisticated digital technology tools.

These technologies can be used positively, in ways which make life easier and
better both for employers and employees. But more often they are introduced in
ways which are less benign. Sometimes the use by employers of these tools can
be unthinking (‘the software lets us do this’), sometimes the push may come from a
(generally unsubstantiated) belief that a highly monitored workforce is somehow a
more productive workforce. Some employers may simply want to use the
opportunity to create a passive, quiescent workforce which is less able to exercise
its rights to collective organisation and representation.

Almost all UNI's sectors are, in one way or another, directly affected.

This report looks in detail at seven ways in which electronic monitoring and
surveillance are currently being undertaken at work:

. Radio Frequency Identification (RFID)

e  Wearable computers and Voice Technology

. Satellite and cellular phone tracking

e Video monitoring

. Email and web monitoring; keystroke monitoring

e  Telephone call monitoring and call centre working

o Monitoring through biometrics and implants

The report goes on to explore some of the implications for trade unions of
electronic monitoring and surveillance, looking particularly at implications for
organising and recruitment, health and safety, workers’ privacy and the
development of an agenda based on the International Labour Organisation’s
concept of decent work. It concludes with a number of concrete suggestions for
future action by UNI and its affiliates.



1. Radio Frequency Identification (RFID)

Radio Frequency ldentification is set to become one of the most pervasive new
technologies. RFID tags are already used in a wide range of contexts; these
include electronic payment cards used in many countries to pay road tolls, bus and
metro fares, electronic security tags attached by retailers to clothes to discourage
theft, ‘intelligent’ luggage labels now used in some airports and even electronic
time chips worn by marathon runners. In commerce, RFID tags are widely used in
logistics to keep track of warehouse stocks and they have been made obligatory
for suppliers by major retailers such as Wal-Matrt.

RFID ‘tags’ are tiny microchips, in some cases as small as a grain of sand, which
hold unique data identifying the object tagged. These tags, which have a small
antenna attached, are read remotely by an RFID reader. Depending on the radio
frequency used and the type of tag, RFID tags can be read in some instances up to
several kilometres away, although it is more typical for RFID to be used in
situations where shorter transmission distances are adequate. Tags can be
passive (‘woken up’ when read) or active, equipped with their own micro-battery
and a transmitter.

The price of the cheapest RFID tags has fallen to well below 50 US cents, so that
mass uses of the technology are increasingly viable. Retailers anticipate that RFID
tags will shortly replace barcodes on supermarket shelves; the key difference is
that, whilst barcodes are generic for each sales line, each individual item of
shopping can be given its own unique RFID identifier. Pilots have been run in
several countries.

This use of RFID is controversial. An active US consumer-based campaign
CASPIAN (Consumers Against Supermarket Privacy Invasion and Numbering)
says that RFID tags will provide a mechanism for monitoring shoppers’ individual



behaviour patterns. CASPIAN claims that these ‘spy chips’ potentially provide a
powerful mechanism for invading individual privacy?.

RFID chips can be used to identify and track people as well as objects. They are
also already in use in countries such as the US and Japan for tracking the
movements of old people in residential homes, patients and staff in hospitals,
babies in maternity wards and children in schools. This latter use has also proved
controversial. An elementary school in California near Sacramento was recently
obliged by parent pressure to stop tracking its children through RFID tags®.

In the workplace context®, concerns about RFID are likely to have two focuses:
firstly, RFID tagging of goods and objects may result in deskilling of some jobs and
in the imposition of working practices where employees increasingly have their
work controlled by technological imperatives. We return to this below, in the
context of changes in warehouse working.

Rather more significant is the opportunity RFID offers to track workers throughout
(and indeed, beyond) the working day. There are occasions when this may be
desirable; for example, according to one report mineworkers in South Africa and
Chile now have RFID tags attached to their breathing apparatus so they can be
found in emergencies®. However, positive uses like this are likely to be the
exception.

Take for example this report of RFID usage, combined with other forms of
electronic surveillance, introduced by the Japanese electronics company Omron at
its Kyoto factory:

“Omron’s new production management system exploits RFID tags, video cameras,
access/security control systems etc to monitor how much employees contribute to
the production. Employees carry mandatory RFID tags so that the system can
monitor their whereabouts but also their work performance. Based on the previous
steps, employee allocation is optimized and quality of products is improved.®”



One way of tracking employees via RFID is to place RFID tags in uniforms. Tags
can be placed, for example, in labels (the photograph below’ shows the back of a
small Calvin Klein label, showing the transparent RFID tag); the RFID industry is
also working on using the actual fibres of garments to act as RFID antennae.
Clothes like these can be laundered in the usual way without damaging the RFID
tags.

In one example, waitresses at one Las Vegas casino now wear uniforms equipped
with RFID tags to monitor their work. A senior manager with the company was
reported as saying that on almost the first day of the trial one member of staff was
disciplined for ‘loafing’®.

Casino workers in the large Star City complex in Sydney, Australia, also have RFID
chips sewn into their uniforms®. However, this appears to be primarily for wardrobe
management purposes and (although initially viewed with some concern by staff)
has generally proved acceptable. Star City employees are unionised through UNI
affiliate LHMU (Liquor, Hospitality and Miscellaneous Union). LHMU points out
that uniforms are not worn home, so staff are not tracked when off-duty.

It is not necessary, however, to have an RFID chip in your uniform to be closely
tracked throughout the working day. By far the commonest use of RFID chips in



the workplace are in name tags and identity badges worn to control entry to
buildings and rooms.

Although taken for granted as a normal security feature in many workplaces these
days, RFID-equipped identity badges in reality provide data for far more than entry
systems. Typically the data collected are linked to other company databases,
including HR and payroll records. One IT company, for example, offers software
which uses entry system data to produce a range of reports “including attendance
report, timecard report, wage report, overtime report, payroll summary, absence
report, roll call, employee list, early out report..."°.

The RAND Corporation recently researched the use of data from RFID name
badges in a survey of six US companies. It found that employees were almost
universally being kept in the dark about the use being made of this technology. It
summarised its findings as follows:

“Companies use RFID workplace access cards to do more than just open doors (eg for enforcing
rules governing workplace conduct). Explicit, written policies about how such cards are used
generally do not exist and employees are not being told about whatever policies are being followed.
Using such systems has modified the traditional balance of personal convenience, workplace safety
and security, and individual privacy, leading to the loss of ‘practical obscurity’. Such systems also
raise challenges for the meaning and implementation of fair information practices.”!

RAND'’s researchers were clearly surprised and disturbed at the lack of written
policies or of information being given to employees on these practices, and they
conclude their study with the assertion “Any reader who uses an RFID-based
access card ought to be uneasy after seeing these results”.

An initial discussion about the implications of RFID in terms of privacy and data
protection was held in 2003 by the international conference of data protection and
privacy commissioners'?, and the EU’s Data Protection Working Party has also
addressed the issue®®. This latter body calls for RFID monitoring to be undertaken
according to data protection principles, including prior notification of the presence
of RFID tags and the data subject's right of access to personal data held.



However, it is clear that in both cases these are still early days in terms of
developing clear international policies.

Trade unions have also begun to address the issue of RFID tracking.

- The British union GMB in July 2005 criticised the EU’s Data Protection Working Party for
failing to address the privacy and personnel tracking implications of RFID in the workplace and called
for worker tagging via RFID to be outlawed in the EU. Workers’ rights to privacy are being
undermined, the union said.14

. ver.di (Germany) suggests the following checklist is used when RFID technology is used in
the workplace?®:

o  Are employees being given, with due notice, the necessary information regarding plans to
introduce RFID technology and their implementation?

e  Are there any health issues or risks associated with the use of radio frequencies, scanning
devices or photoelectric barriers in the workplace?

. How does the technology affect work routines and how, in concrete terms, does it alter working
conditions and the working environment?

o  What effect will the introduction of RFID technology have on rationalisation?

e  Willemployees be given sufficient training in the use of RFID?

e  What data, in particular what personal data, will be stored where, and for how long?

e Wil data, as it accumulates, be used to control the behaviour and performance of employees?

e Who will ensure that such data is not misrepresented?

e  How can workers defend themselves against misuse?

UNI Commerce has also adopted a statement on the introduction of RFID, calling
for a serious social dialogue with companies at the forefront of moves to introduce
the technology™®.



2. Wearable computers and Voice Technology

Product identification through RFID and through traditional bar coding is being
combined, particularly in retail warehouses, with new forms of voice technology
and wearable computers to create a working environment where workers are
increasingly being turned into automatons.

The GMB union (Britain) received considerable national and international media
attention in mid-2005 when it drew attention to work conditions in some UK
warehouses which, it said, resembled battery farms: “The only role for the worker
is to do as the computer order requires. These devices calculate how long it takes
to go from one part of the warehouse to the other and what breaks the workers
need and how long they need to go to the toilet. Any deviation from these times is
not tolerated. In effect, these devices to dispatch foods to supermarkets and shops
have made workers the aid to the computer rather than the other way round.*”

A typical example mentioned by the GMB is a 12,000 sq metre warehouse in
Wales, supplying 240 retail stores. The workers who pick goods are equipped with
portable computers which fit over the wrist and lower-arm, to which is attached a
scanner unit which is strapped to the index finger. The computer, manufactured by
specialist IT company Symbol, weighs 320-350 grams (see illustration)*®.
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According to Symbol, “the wrist-mounted terminal receives picking instructions via
the wireless LAN from [the company’s] host system. As empty trolleys arrive in the
pick area, a picker scans its bar code and the terminal’'s LCD screen tells the
picker which aisle to go to, which location to pick from and which items to pick.
When a picker arrives at the pick face, firstly he scans the bar code mounted at the
end of the aisle. This verifies that he is in the correct aisle. He then scans another
bar code at the product location to verify he is at the correct place. Finally, he
scans each item as it is picked into the trolley.!®” Or, in GMB’s words, “The only
functions that the human do are the bits that have not yet been automated”.

Wearable computers currently come in two main categories, those (as in the
illustration) which are worn on the wrist and/or finger and those which are worn on
the head or belt. They are often combined with voice technology, which involves
warehouse workers being given headsets to wear through which they receive oral
computer-generated instructions telling them which items to pick. Voice
technology systems usually work with order management or warehouse
management software programs, with data from these systems being synthesized
into speech®.

Possible health and safety implications of this technology have been raised both by

GMB and by Professor Michael Blakemore, the UK academic who has advised the
union on this issue. Blakemore claims that, despite problems with past technology
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with Repetitive Strain Injuries (RSI), there is only limited acknowledgement of the
possible health implications of this new equipment®'.

Warehouse picking systems like these do not only automate the work process,
they also provide a valuable tool for supervising workers. Blakemore quotes one
company’s comment: “[it] is also very easy to use from a management perspective
as the trackability and traceability of what each person does is fantastic.”
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3. Satellite and cellular phone tracking

As well as RFID, there are various other technologies available which allow the
current location of objects or people to be identified with considerable accuracy.

Satellite navigation at present relies on the US Global Positioning System. GPS
uses a network of satellites originally introduced for military use and still run by the
US Pentagon. Each satellite continually transmits data identifying its position.
GPS receivers analyse these signals and by comparing transmissions from four or
more satellites can identify their own precise position and height above sea level.
(At least four satellites should be ‘visible’ to each receiver at any one time.)

The European Union is developing its own rival satellite navigation system known
as Galileo; the first satellite for the Galileo network was launched in December
2005.

Cellular (mobile) phone technology also offers the ability to track down the
locations where active mobile handsets are being carried. This works through
identifying the distances from the handset to the nearest base transmitter masts,
which together create the cell networks on which mobile telephony is based.
Particularly in urban areas where base stations are close together, precise location
targeting is possible, typically down to 10-25 metres. Phones don't need to be
actively in use to be located.

These two technologies are coalescing, as mobile phones and personal organisers
are increasingly GPS-enabled. In Japan, for example, 20% of mobile phones now
also act as GPS receivers®.

Both GPS and cellular location services are already being exploited commercially,

often in combination with digital mapping services. GPS is used increasingly for in-
car navigation systems, for example. Mobile phone operators are exploring the
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potential of ‘location-based services’ (for example, transmission to phone users of
the location of nearby branches of fast food outlets, cash machines or even of
friends and acquaintances).

In the workplace, as with other technologies, there are positive ways in which GPS
and cellular phone tracking can be used which can make life easier for workers.
For example:

e  Tracking of vehicles can make life safer for the drivers of security vans, at risk
of robbery

e  Geo-locational tracking can contribute to the safety of mobile workers; this
may be particularly true of those working by themselves in isolated or
potentially dangerous places, or at night

e Tracking can also help locate mobile workers or drivers when bad weather
strikes

Unfortunately, there is ample evidence that tracking is being introduced by
employers in much less positive ways. Take this case, for example, quoted by the
US National Workrights Institute:

Howard Boyle, president of a fire sprinkler installation company in Woodside, N.Y. presented his
employees with cell phones to use, without informing them that they were equipped with GPS. Mr
Boyle can find out where they are at all times including during breaks and while they are off duty.
“They don't need to know,” said Mr Boyle. “I can call them and say, ‘Where are you now?’ while I'm
looking at the screen and knowing exactly where they are"2,

Continual tracking can create insidious pressures on workers, who feel that they
are being watched at every moment of the working day. One US driver whose

truck is GPS enabled has been quoted as follows:

“It's kind of like Big Brother is watching a little bit... 1 get testy in the deli when I'm waiting in line for
coffee, because it's like, hey, they're watching, I've got to go24.”
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In Canada, the Canadian Union of Postal Workers (CUPW) has warned its
members to monitor closely the move by Canada Post to introduce GPS-linked on-
board computers in several hundred delivery vans. These monitor (via GPS) the
location of each van, and also whether the engine is running, whether the vehicle is
moving and if so at what speed, and whether the doors are closed. Canada Post
told the union that its objective is to enable supervisors to find out (through so-
called ‘exception reports’ generated by computer) whether drivers are driving
safely and are following security guidelines®.

The CUPW has invoked the current collective agreement with Canada Post to
ensure that this monitoring is not used for disciplinary purposes.

- The clause of CUPW's collective agreement with Canada Post which covers surveillance
reads as follows: “At no time may such [watch and observation] systems be used as a means to
evaluate the performance of employees and to gather evidence in support of disciplinary measures
unless such disciplinary measures result from the commission of a criminal act.26"

Unions have also intervened in other countries to control the use of GPS
monitoring. In the United States, the Teamsters union has negotiated with UPS so
that GPS tracking data will not be used for employee evaluation or disciplinary
purposes?’. The Teamsters have also challenged GPS use by other transportation
and courier companies and by public authorities.

Where tracking systems are in place, it is particularly important for workers to be
able to ensure that tracking ceases to operate during breaks, and at the end of the
working day.

.Amicus (UK/Ireland) has reported that it has successfully challenged a company’s car

tracking device as an invasion of privacy, allowing the employee to have the opportunity to override
it?®,
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Geo-tracking services, particularly GPS, have been increasing rapidly in recent
years, although we are probably still in the first stages of the implementation of this
technology. The 2005 electronic monitoring and surveillance survey undertaken by
the American Management Association of 526 US companies reported that 8%
were using GPS or GPS/cellular tracking of vehicles whilst 5% were tracking
employee cell phones®.

It is still relatively early days in terms of establishing adequate safeguards and
good practice to protect what is being called ‘locational privacy’*°. One guide to
employers offered by Canadian legal adviser David Canton suggests a four point
checklist for introducing GPS tracking®":

determine the need

o establish a privacy policy
. monitor morale
o gain consent

He warns that, whilst GPS can lead to increased efficiency and productivity, “it can
also lead to plummeting staff morale, employee backlash and potential lawsuits”.

More general concerns about the need to ensure that individuals can protect their
‘locational privacy’, particularly in relation to their private life, have been raised by
the US National Workrights Institute. As they say, “When an employee knows that
his boss watches his day-to-day activities, he might think twice before he takes part
in certain activities. For example, if one’s boss was a vigilant Republican, an
employee might choose not to go to the Democratic National Convention.”?
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4. Video monitoring

Overt and covert monitoring of the workplace using video surveillance cameras has
been an issue for trade unions for many years. Back in 1993, for example, the
Communications Workers of America drew the attention of a US Senate
Committee to a case where women staff had found that their management had
concealed a camera in their locker room. The camera was monitored by male
security guards who watched as the employees changed into their uniforms®.
Very similar cases of cameras covertly installed in washrooms or changing rooms
have been reported from other countries as well**.

Video surveillance continues to be an issue which regularly leads to workplace
disputes, particularly when cameras are installed without prior consultation or are
used surreptitiously for employee performance monitoring or disciplinary purposes.
One recent example has been the installation of security cameras by Deutsche
Post in the main sorting office in Berlin where 650 employees work. The plan was
for the cameras to operate for up to fifty hours a week. This usage was ruled
excessive by a federal German employment court®.

In several key respects the use of surveillance cameras today poses greater
concerns than in the past, when camera images would be monitored in real time or
recorded on magnetic tape. These days, data from cameras is more likely to be in
digital form, and as such can be stored on an indefinite basis along with other
digitised data. Potentially, for example, digitised data from surveillance cameras
focused on individual employees could be linked to other digital data on that
individual, for example HR data or data taken from email monitoring or recorded
telephone conversations, forming a very powerful integrated set of information
available to an employer.

The European Union’s Data Protection Working Party has drawn attention to the
risks that could come from the development of software applications able to
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‘interpret’ video images, for example by identifying individuals captured on image
through facial recognition. In its 2004 report on video surveillance the Working
Party states: “This trends applying to the evolution of video surveillance
techniques could be usefully assessed in order to prevent the development of
software applications based both on facial recognition and the study and
forecasting of the imaged human behaviour from leading inconsiderately to
dynamic-preventive surveillance — as opposed to the conventional static
surveillance, which is aimed mostly at documenting specific events and their
authors. This new form of surveillance is based on the automated acquisition of
the facial traits of individuals as well as their ‘abnormal’ conduct in association with
the availability of automated alarms and prompts, which possibly entail

discrimination dangers™®.

It is increasingly necessary in other words to see video surveillance not simply as
a stand-alone security measure but as a source of data which is available for
searching and analysis using the full power of contemporary computing. One
indication of this trend is Cisco Systems’s development of AVVID (Architecture for
Voice, Video and Data) which it claims can be used by the banking industry not
only for security but also for marketing and customer relations purposes in
maximising the value of bank branches®”.

Given this sort of development, it becomes even more important to ensure that the
use of video surveillance is adequately controlled. The EU Data Protection
Working Party stresses the importance of key data protection principles, including
the proportionality of use and prior notification of those subject to surveillance. In
the particular context of the workplace, the Working Party calls for the
safeguarding of employees’ “rights, freedoms and dignity”. It makes the following
comments:

“Video surveillance systems aimed directly at controlling, from a remote location, quality and amount
of working activities... should not be permitted as a rule...

“Implementing experience has shown additionally that surveillance should not include premises that
are either reserved for employees’ private use or are not intended for the discharge of employment
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tasks — such as toilets, shower rooms, lockers and recreation areas: that the images collected
exclusively to safeguard property and/or detect, prevent and control serious offences should not be
used to charge an employee with minor disciplinary breaches; and that employees should always be
allowed to lodge their counterclaims by using the contents of the images collected. Information must
be given to employees and every other person working on the premises.”

Covert monitoring poses particular concerns, as an example from Sweden
demonstrates. Currently UNI affiliate the Swedish Transport Union is engaged with
negotiations with Securitas to control the company’s recent use of undercover
surveillance vans equipped with cameras, being used to film its own vehicles and
staff.

Securitas already equips its vans with cameras; however, these begin filming only
when vans are attacked or unauthorised doors opened, a practice which has union
acceptance. The armed robbery of a Securitas van on the main highway south of
Stockholm in December 2005 demonstrated the importance of appropriate security
measures. However, the introduction of undercover filming from unmarked
vehicles has been strongly criticised by Securitas staff.

The Swedish Transport Union anticipates that a successful outcome to the
negotiations and an agreement with the company which will apply throughout the
Nordic countries®. Meanwhile, UNI's Danish affiliate DFF has already concluded
an agreement with Securitas which restricts the purposes for which video can be
used, and includes protection against the use of video footage for disciplinary
purposes. Employees must be informed about the monitoring during the
recruitment process.

More generally, there are already several examples of good practice in the control
of video camera surveillance. A number of countries have legislation in place; in
New South Wales, Australia, the protection to workers offered by the Workplace
Video Surveillance Act 1998 (introduced following a series of labour disputes in the
state) has recently been extended to other forms of electronic monitoring. In
Austria, works council approval is necessary before permanent video monitoring is
undertaken.*
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In Belgium, the use of workplace cameras is subject of a collective agreement
negotiated between the social partners in 1998 and having force of law. It covers
the whole private sector.

. The Belgian agreement is based on the principles of proportionality and end purpose.
Permanent surveillance is strictly controlled and is authorised only in cases where it is designed to
protect workers’ safety or company property. Covert video surveillance is banned, except where there
is considerable evidence of criminal activity. Cameras can only be introduced after consultation with
trade unions, and workers affected must be informed in advance. The object of video surveillance
must be clearly set out0.
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5. Email and web monitoring; keystroke monitoring

Issues associated with the monitoring by employers of employees’ email and
internet usage have received considerable attention in recent years, in part
because they have led to practical problems in many workplaces and have formed
the basis of a growing number of individual disciplinary cases.

UNI (and UNI's predecessor FIET) can take credit for the early work it undertook in
this area, through the Online Rights for Online Workers campaign launched in
1998. UNI’'s Online Rights at Work Code of Practice has established good practice
guidelines which have been taken up both by trade unions and other organisations.

UNI's Code identifies four interlocking issues associated with email and web usage
in the workplace — the right of workers’ representatives to have access to electronic
facilities, the extent to which individual employees are able to use email and the
web for their own personal purposes, the conditions under which such personal
usage is permitted, and finally the issue of monitoring and surveillance of email and
web usage. This report addresses just the last of these four points.

- The UNI Code of Practice includes the following section, monitoring and surveillance of
communication:

The employer undertakes that employees’ use of the enterprise electronic facilities will not be subject
to clandestine surveillance and monitoring.

Communication will be subject to surveillance and monitoring only if this is permitted by collective
agreement, if the employer is legally obliged to do so, or if the employer has reasonable reason to
believe that an employee has committed a criminal offence or serious disciplinary offence. Access to
surveillance and monitoring records relating to individual employees will only take place in the
presence of a trade union representative or an employee-selected representative.
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UNI's Code of Practice draws very much on the principles already widely
established under data protection procedures for appropriate handling of individual
personal data, as well as on ILO and human rights safeguards*.

Following UNI's lead, a number of affiliates have undertaken similar initiatives, in
many cases producing their own Guidelines and Codes on good practice.
Examples include GPA (Austria), MSF (now Amicus) (UK/Ireland), CFDT BETOR-
PUB (France), FNV Bondgenoten (Netherlands)(see below).

-FNV Bondgenoten’s Model Protocol: Privacy in the use of the Internet and Email includes
this clause:

The employer shall not read the content of either personal or commercial email messages. Neither
shall personal data with regard to number of emails, email addresses or other relevant data be
registered and/or checked. This does not affect his right to carry out occasional checks based on
compelling reasons that are in the interest of the company. Such checks shall be reported to the
works council2,

In Germany, ver.di has joined with IG Metall and the DGB (German union
federation) to launch the www.onlinerechte-fuer-beschaeftigte.de website, and an
associated Online Rights campaign. The campaign, which was launched in March
2002 from an internet café in Berlin, has been widely reported in the media. The
interactive website includes information on the law and a discussion forum*®. This
initiative has been followed by a six-point Statement on Internet, Intranet and Email
usage, agreed by the DGB Executive in February 2004*.
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This leaflet, produced by the German unions’ Online Rights campaign reads “I'm writing letters,
because my boss reads my emails”

Collective agreements covering this area have been agreed in various countries
including Austria and Denmark (in the agreement between HK-Service and the
Danish commerce employers)*®. The most important national collective agreement
is that from Belgium, agreed between the social partners in April 2002.

.The Belgian collective agreement?é (which has the status of national law) sets down that
monitoring of on-line use by employees is limited. In terms of the internet, employers can collect data
on the length of web connections but not identify the sites visits by individuals. For email, the volume
and number of emails can be recorded, provided these are not linked to individuals.

The issue of email and web usage by employees has also been the subject of
attention in the European Union. The EU Data Protection Working Party has set
down general principles applying to email and internet monitoring, which are
summarised under the following headings: necessity, finality [ie, purpose],
transparency, legitimacy, proportionality, accuracy and retention of data, and

23



security’’. The European Commission’s document for the second stage
consultation of the social partners on workers’ personal data also proposes a
European framework covering electronic monitoring*®. It includes the following:

. Secret monitoring should be permitted only in conformity with the safeguards laid down by
national legislation or if there is reasonable suspicion of criminal activity or other serious
wrongdoing

e  Personal data collected by electronic monitoring should not be the only factors in evaluating
workers’ performance and taking decisions in their regard

e Prohibition in principle imposed on the employer as regards opening private email and/or other
private files...

It would be wrong to think, however, that all this activity has satisfactorily resolved
the issues of email and internet use. In Canada, for example, a recent academic
survey found a very wide range of policies in place, even where collective
agreements had been agreed. The weakest agreements, according to the
researcher, featured explicit recognition by unions of employers’ rights to use any
forms of electronic monitoring when and where they wish°.

In the US, too, electronic monitoring is widespread. According to the American
Management Association, 76% of employers monitor employees’ website
connections; 55% store and review employee emails. The AMA 2005 survey found
that more than one in four companies have sacked workers for alleged misuse of
the Internet, and another 25% have sacked staff for email misuse. Despite this,
the AMA also found that one company in ten did not tell their workers that internet
usage was being tracked; 14% failed to notify workers that email was monitored™°.

It is hard to disagree with Hubert Bouchet of the French information commission
CNIL who has drawn attention to the widespread ignorance among staff of the
monitoring which is taking place in the workplace. “The necessary balance
between legitimate control undertaken by the company and the respect for
workers’ rights does not appear to be operating in very many cases,” he writes®".

24



It is interesting to note that the American Management Association monitoring and
surveillance survey also finds that one in three employers (36%) monitor the
number of keystrokes on keyboards, time spent at keyboards and/or the content of
inputted material. Union concerns with routine monitoring of keystroke
depressions made by workers, especially low-paid staff undertaking basic data
inputting work, date back many years. Demands for unrealistically high levels of
productivity in keyboard use can be a contributing factor in the development of
repetitive strain injuries, which have reached almost epidemic proportions in some
countries.

A detailed investigation of software and hardware products which can be used to
log keystrokes has been undertaken for German trade unions by Gerrit Wiegand,
who has reported his findings in the book Im Netz@work>2.

In retailing, similar concerns with automatic monitoring of check-out employees’
scanning rates also date back to the time when barcode and electronic till
technology was first introduced. The technology can be used to monitor in detail
exactly how staff spend their working days, including such things as the precise
time taken by staff for toilet breaks. However, just because the technology permits
this sort of electronic snooping does not mean that it must be used like this. It is
worth noting that in Metro’s new ‘future store’ in Rheinberg staff have the facility to
log in anonymously to operate such things as the in-store electronic scales, so that
personal data are not collected.
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6. Telephone call monitoring and call centre working

Telephone calls can be monitored in various ways. The number and duration of
calls made and the numbers which are called can be recorded; the actual
telephone calls can be listened to by supervisory staff, either covertly or openly;
calls can be recorded; voice mail messages, too, can be stored and monitored.

In the US, almost exactly half US companies monitor telephone calls by recording
numbers phoned and time spent in calls; two-thirds of these firms undertake this
monitoring on a regular or on-going basis. However, according to the American
Management Association, 22% do not inform their staff that this is occurring.
Approaching one in four firms ‘tape’ calls made®®.

In some industries (for example, banking and insurance), there may be legal or
regulatory reasons for recording telephone calls. However, this does not mean that
recorded calls should necessarily be routinely used for other purposes, for example
for monitoring individual employees’ productivity or for disciplinary purposes.
Telephone calls are increasingly stored in digital format; as with surveillance
camera footage, this opens the possibility of data being integrated with other
personnel data and being subject to minute analysis by computer software.

Employees should be informed that calls are being recorded.

Some companies say that they listen in or record calls for ‘training’ purposes.
Whilst it may be legitimate in some circumstances for companies to do this to
maintain telephone handling standards, staff who need assistance in this area
should indeed have the opportunity to access adequate training. Again, this sort of
monitoring should not be abused by employers and used for other purposes.

Workers in call centres experience these issues more intensely than most. As an
early UNI report on call centre working pointed out, “In general call centre
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technology gives employers the power to maintain quite astonishing levels of
electronic surveillance and monitoring of their staff"*.

Furthermore, call centre workers have very little control over their working day,
taking calls which are routed to them automatically using automated call
distribution (ACD) technology and, in many cases, being obliged to follow scripts
when talking to callers, and having rigid sales or performance targets. Typically,
ACD technology records all aspects of calls handled, including time spent on
breaks or toilet visits. UNI's Global Call Centre newsletter recently reported the
case of one woman who was forced to tell her boss before her family that she was
pregnant, to explain why she had taken ‘too many’ toilet breaks™. (It was this case
which was in part the inspiration for our fictional account of ‘Marta’, with which this
report opens).

UNI’s Call Centre Charter and the Action Plan drawn up as part of the 1% UNI Call
Centre Conference in October 2005 both address the issue of monitoring and
surveillance.

- The UNI Call Centre Charter includes six points under the heading surveillance,
electronic monitoring and privacy.

e Monitoring may only be allowed when the purpose is known and acceptable

e  The collected data may only be used for that purpose

e  The employee must know that he/she is being monitored or can be monitored

. Listening in may only occur incidentally and not continuously

e  The employee must be allowed access to the registered data and be able to correct
inaccuracies

e  Tapings must be destroyed after a certain period.

Another concrete action, taken recently by UNI Telecom within the context of the
European Social Dialogue with the employers’ body ETNO, has been to ensure
that a clause on monitoring has been included in the agreed Guidelines for
Operating Customer Contact Centres. One of the key principles is that call centre
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workers must be made aware of any performance monitoring arrangements in
force.

The experiences of UNI affiliates demonstrate that it is possible to negotiate better
working conditions for call centre staff. Several unions in the telecoms sector, for
example, have negotiated collective agreements with clauses on monitoring and
surveillance.

- In the US, the Communications Workers of America (CWA) has negotiated agreements
with a number of telecoms firms, including AT&T, Qwest, Bell South and SBC>S.

The AT&T agreement controls the use of listening in to calls:

e  Employees will be given prior notification the day sampling occurs, and each will have the
option of remote or side-by-side monitoring

o Individual call sampling will be conducted within the work area of the employee being
monitored.

¢  No employee shall be disciplined as a result of individual service sampling except for gross
customer abuse, fraud, violation of privacy of communications, or when development efforts
have not been successful.

The agreement with Pacific Bell (SBC) limits monitoring of staff to ten calls per month.

In Australia, the CEPU (Communication Electrical and Plumbing Union) has also
tackled the issue of over-monitoring in call centres. Unions are pressing Australian
states to sign up to minimum call centre working standards.

One reason why monitoring and surveillance is such an important issue for call
centres is because it has been demonstrated in numerous surveys to be a major
cause of stress for workers. As one UK academic report put it, “There is no doubt
that many workers do see the mechanisms of surveillance and monitoring as
contributing to the pressures of the job. Over one-third believed that having their
calls taped contributed ‘a great deal’ or ‘to some extent’ to the pressures of the
job.>” We shall return to this issue again below.
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7. Monitoring through biometrics and implants

The final section of this part of the report will look briefly at the scope for electronic
surveillance of workers in an even more direct, and intrusive, way — by actually
monitoring the individual’s body.

The technology of biometrics (recognising individuals from their unique physical
traits) is already being used in a variety of everyday settings. Fingerprint scanning
has been introduced by the US for monitoring foreign travellers visiting the country.
Iris recognition is considered a particularly promising area for future individual
identification.

Unlike, say, the traditional way in which police took fingerprints from suspects by
utilising ink pads and paper, biometric data are digitised — that is, the data which
are recorded are held in digital form and can therefore be subject to detailed
computer analysis. Biometrics potentially raises profound privacy implications.
Trade unions will need to monitor very closely moves to bring in this technology in
the workplace.

There are already examples of biometrics being introduced. McDonalds is
reported to have introduced thumb and hand scans for staff in some of its
Canadian outlets®. Also in Canada, the postal workers union CUPW has
challenged moves by the Canada Post Corporation to require some of its mail
carriers to be fingerprinted, as part of a ‘reliability check’®.

Manufacturers of RFID tags have gone a stage further, with the concept of
implanting tiny RFID chips within the actual skin of individuals. It would be
reassuring to be able to report that, at present, this idea is still science fiction but
unfortunately this is not the case. The US company Applied Digital already
manufactures such a product, known as the VeriChip.
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The VeriChip is marketed primarily as a means of permitting people to have their
medical details always available. It has also been used by a night club, which has
encouraged regular clients to have a VeriChip implantation, to gain admission and
pay for bar drinks. VeriChips have also already been used in the work context,
where eighteen officials working for the Mexican Attorney General's office have
voluntarily been implanted. The chips (shown below®) are used to admit staff to
restricted areas.

The possible health hazards of carrying an implanted RFID chip are considered
below. Even leaving aside possible health issues, however, it is clear that new
products like the VeriChip have major potential implications for privacy rights, both
in the workplace and outside.
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Some issues raised by electronic monitoring and surveillance

Why is this happening?  Why does an electronically-assisted command-and-
control management style seem to be becoming prevalent just at the time when,
according to HR rhetoric, the information age requires ‘smart work’ and more
collaborative forms of employee participation?

One cynical answer would be, simply because the technology now exists to
undertake this surveillance. Prof Michael Blakemore, who has advised the UK
union GMB, talks of the “reassuring” message which this sort of technology can
seem to offer: “Deeply embedded in such rhetoric is the promise of security, safety
and profits,” he writes®.  But he also points out that reliance on technology can
have far-reaching results in the workplace: “The outcome is a changing
relationship between managers and staff, where the former no longer engage the
latter in conversations, but just monitor them”.

He and other academics are increasingly using the concept of ‘pervasive
computing’, defined as a process where computers are embedded in everyday life
in such ways that they become invisible and taken for granted®”.  Pervasive
surveillance by analogy is the situation (again using Blakemore’s words) “where
everything, or almost everything, that an employee does can be monitored,
analysed, and checked “.

As the ILO has pointed out in its landmark 1993 Conditions of Work report on
workplace monitoring, some workers are more affected by this than others: the
kinds of work most likely to be subject to highly intensive monitoring often turn out
to be work which is undertaken by women, by workers from minority groups, and
generally by the low-paid®. In this context, it is significant that the GMB, in its
campaign in the UK against ‘battery farm’ conditions in warehouses (see above),
reported that many of the workers in the warehouses surveyed were migrant
workers.
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The point, therefore, may be that whilst some workers in an information age who
are engaged in high-value knowledge work can indeed find themselves released
from the constraints of hierarchical supervision, many more may find themselves
heavily constrained by technology — effectively, in the sort of relationship with
technology previously most often identified with assembly line working.

Supervision by electronic monitoring may be ‘reassuring’ for companies, but is it
actually effective? The answer very often, it seems, is probably not. Writing in
1999, Gary Marx from MIT made the following assessment: *“At present the
evidence supportive of the pro-monitoring rhetoric is not strong. As we will note,
there are good reasons to expect unrestrained monitoring to be counter-productive.
A possible negative impact on workers’ physical and mental well-being may cancel
out profits from supposed increased efficiency as a result of monitoring. ®*

But whether or not surveillance is ‘effective’ for companies is not the point. Even
there is were evidence to point firmly to business advantages of pervasive
surveillance of workers, there are several powerful reasons why unions should
oppose the practice. We will look at three in turn.

Right to collective representation

Firstly, and most pragmatically, unions have cause for concern that worker
monitoring and surveillance can be used by unsympathetic employers as a tool to
discourage effective collective representation.

There have been a number of cases where surveillance has been introduced just
at the time when unions have been attempting to organise non-unionised
workforces. One example is from the most notoriously anti-union company of them
all, Wal-Mart, which trained surveillance cameras on ‘suspect’ workers at a store in
Kentucky during moves by the UFCW to organise the store. The company seems
to have followed a similar approach at an outlet in Indiana and very possibly
elsewhere in the US®®
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Even where unions are recognised, a working day which is subject to tight
monitoring is not necessarily a conducive atmosphere for effective union work. As
Eric Lee has pointed out, in times past workers could more easily whisper
concerns to union representatives whilst standing, for example, at a water cooler®®.
The more controlled the working day, the less chance there is for this sort of
informal liaison between worker and rep.

Health and safety issues

New technology brings new occupational safety and health hazards. The
introduction of computer keyboard working for tasks such as data entry led to a
widespread increase in the number of people suffering from repetitive strain
injuries, whilst acoustic shock has been identified as a danger for call centre
workers.

It is not necessarily easy to identify at present exactly what the implications for
workers’ health of the growth of ‘pervasive computing’ will be. It certainly doesn’t
help that manufacturers of the technology described in this report do not in general
give much attention in the technical information they make available to issues of
ergonomics or occupational health and safety.

However, some potential issues can be readily identified. Firstly, the use of
wearable computers (such as those illustrated earlier in this report) raises concerns
about possible physical effects of continued usage. As mentioned above, one
popular wrist-mounted computer weighs 320gms, with the weight increasing to
350gms when a radio transmitter/receiver is included. Index finger-mounted
scanners weigh typically about 50gms, with scanning operated by regular
squeezes of the thumb®’.

The worldwide growth of cellular phones has led to concerns about possible
dangers from electro-magnetic radiation, an area of research where findings to
date are inconclusive. Little work appears to have been done about the
implications of other tracking technologies. As regards implanted RFID chips, the
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US Federal Drugs Agency has licensed use of the VeriChip but has itemised
potential risks to health as follows: “adverse tissue reaction, migration of implanted
transponder, compromised information security, failure of implanted transponder,
failure of inserter, failure of electronic scanner, electromagnetic interference,
electrical hazards, magnetic resonance imaging incompatibility, and needle stick.”®®

More generally, there is a considerable bank of research which suggests that there
is a link between the introduction of performance monitoring and an increase in
workers’ safety and health problems. The most obvious health and safety issue
raised by electronic monitoring and surveillance is the associated increase in
workplace stress. As far back as 1993, the ILO report on workplace monitoring
and surveillance made the following point:

A study conducted jointly by researchers from the University of Wisconsin and the Communications
Workers of America on electronic monitoring and job stress confirmed earlier studies that implicated
electronic monitoring as a major stress factor in the workplace, which is linked, in part, to the sense of
powerlessness that monitored employees feel.

Stress has been identified as a major matter of concern in call centres, an issue
which was discussed at UNI's 2005 Call Centre Conference. The Conference
called for a drive to improve the health and well-being of staff at the world’s call
centres, including action to reduce stress, anxiety, burn-out and depression.

-Performance measuring is based on team rather than individual performance at Verizon-
South in New Jersey, a practice which was recommended by the CWA-Verizon Stress Committee?.

In recent years, workplace stress has begun to be taken more seriously as an
occupational safety and health issue. For example, in 2004 the European social
partners formally agreed a framework agreement on work-related stress.
Nevertheless, the links between electronic monitoring and stress still appear to be
inadequately understood. The EU framework agreement does not make specific
reference to the relationship between surveillance and stress, for instance.
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Privacy and decent work

Perhaps the most substantive issue raised by monitoring and surveillance relates
to the fundamental right to privacy for workers. As an EU report has put it,
“Workers do not abandon their right to privacy and data protection every morning
at the doors of the workplace”’*. In fact, privacy becomes even more important
given that the traditional clear boundaries between ‘work’ and ‘personal’ time and
space are increasingly becoming blurred through developments such as
teleworking and flexible hours contracts.

It is now almost ten years since the ILO tried to tackle the privacy issues raised by
the storage of personal data on workers. Its (voluntary) Code of Practice included
a short clause on monitoring’.

.The ILO Code section 6.14 reads as follows:

If workers are monitored, they should be informed in advance of the reasons for monitoring, the time
schedule, the method and techniques used and the data to be collected, and the employer must
minimize the intrusion on the privacy of workers.

Secret monitoring should be permitted only:
-if it is in conformity with national legislation, or
- there is suspicion on reasonable grounds of criminal activity or other serious wrongdoing

Continuous monitoring should be permitted only if required for health and safety or the protection of
property.

Since then, issues of workers’ privacy have tended to be dealt with tangentially,
through more general data protection legislation. In the European Union, for
example, member states have been required to legislate the requirements of the
1995 Data Protection Directive. The European Commission has proposed that the
particular issues of workplace data protection should be addressed in social
dialogue between the social partners. In 2002, the Commission drew up a detailed
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proposal for a framework agreement (see below) to be used in these discussions.
However, an anticipated follow-up report from the Commission failed to appear in
2004 and this issue seems currently to have been quietly ‘parked’.

-The proposed European framework agreement lays down a number of principles, among
them the right of workers’ representatives to be informed and consulted before
monitoring/surveillance is introduced or modified, restrictions on continuous monitoring, tight
guidelines on secret monitoring, and the prohibition of routine monitoring of emails and internet use.
In addition, “personal data collected by electronic monitoring should not be the only factor in
evaluating workers’ performance™.

One notable example of a valuable legislative initiative comes from New South
Wales (Australia), where the Labor-controlled state government last year (2005)
passed the Workplace Surveillance Act. This Act extends the controls first
introduced in the 1998 Workplace Video Surveillance Act to other, newer, forms of
electronic monitoring. In the US, the Communications Workers of America (CWA)
has been working for a similar bill, which would restrict the use of video and audio
surveillance in the workplace, to be passed by Congress’.

A number of union federations and individual unions have developed good practice
codes covering workers’ privacy. One example is FNV (Netherlands) which has
developed a model privacy regulation” The IT Professionals Association (part of
the UK/Irish union Amicus) also has produced a similar draft code of practice’®.

What initiatives like these help to demonstrate is that the collection by employers of
electronic data on workers through different forms of monitoring and surveillance is
not just a technical issue of meeting data protection standards. What is being
addressed here are fundamental human rights questions. At root, the issue is one
of human dignity.
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Conclusion: the way forward for UNI

Although electronic monitoring and surveillance are on the increase in many
different sectors, it is not necessary to fall into a technologically-determinist
inspired gloom. There are already plenty of examples of good practice by unions
and others in responding to these developments. UNI itself has the experience
both of the successful Online Rights for Online Workers initiative and of the
campaigning work around call centre working, including the recent Global Call
Centre Conference. UNI affiliates and other union organisations have also positive
experiences (some of which have been mentioned in this report) which can be
shared.

Nevertheless, it is appropriate for UNI to consider how it can maximise the role it
plays in addressing the issue of electronic monitoring and surveillance. In
particular, a number of further steps could be considered.

1 There has been little attention paid to the very rapid development of RFID

technology. RFID tracking is becoming increasingly common, particularly in
relation to RFID-enabled name badges. A UNI Code of Good Practice (similar to
UNI's successful Code of Practice on Online Rights) will be published to assist
affiliates in their work.

2 RFID monitoring links also to broader issues of worker tracking, through the

use of GPS and cellular phones. UNI will initiate broader global campaigning work
(Who's on Your Tracks?) to help both affiliates and their members understand and
address the issues here. The report will be tabled for discussion in each of the UNI
Global Unions.

3 The ILO will be encouraged to address the issues of electronic surveillance

and monitoring. It is more than ten years since the last substantive ILO research
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was undertaken in this area. The issue of electronic monitoring and surveillance
can be directly linked to the ILO’s call for decent work.

4 uUNI will engage with the European Union and other regional organisations on

these issues, and will participate in the European Commission’s current
consultation on RFID technology.

5 Publicity on the health and safety implications of excessive monitoring,

particularly in relation to workplace stress, will be published by UNI on its website.

© UNI will continue to promote vigorously the Call Centre Charter and the Code

of Practice on Online Rights.

[ Electronic monitoring and surveillance are not issues which are unique to the
workplace. UNI affiliates are encouraged to make common cause with civil liberty
and privacy advocacy organisations, as well as with broader campaigns (such as
the consumer campaign in the US against RFID use in customer monitoring)
concerned at the way in which new technologies are being introduced.
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